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Software Verification
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[ Program P ]\

Verifier Unknown

[Specification (p]/

False
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Decide whether a program satisfies its specification
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Software System

int sqliteProcessJoin(Parse xpParse, Select #p){

ist #*pSrc; /* ALl tables in the FROM clause *
i, 33 /* Loop counters */

ot SrcList_item #pLeft; /* Left table being joined #/

ot SrcList_item #*pRight; /* Right table being joined */

= p->pSrc;

t = gpSrc->af0];

at = gpLeft[1];

i=0; i<pSrc->nSrc-1; i++, pRight++, pLeft++){
ole *pRightTab = pRight->pTab;

t isOuter;

{ NEVER(pLeft->pTab==0 || pRightTab==0) ) continue;
Juter = (pRight->fg.jointype & JT_OUTER)!=0;

When the NATURAL keyword is present, add WHERE clause terms f
every column that the two tables have in common.

( pRight->fg.jointype & JT_NATURAL ){
if( pRight->pOn || pRight->pUsing )}{
sqlite3ErrorMsg(pParse, "a NATURAL join may not have
"an ON or USING clause", 8);
return 1;

for(j=0; j<pRightTab->nCol; j++){
char *zName; /* Name of column in the right table +/
int iLeft; /% Matching left table */
int iLeftCol; /* Matching column in the left table +/

zName = pRightTab->aCol[j].zName;
if( tableAndCo!umnIndex(pSrc, i+17, zName, &jLeft, &ileftCol)

es thanks to Gidon Ernst

Ima;
Marian Lingsch—l%osenfeld SV-LIB 1.0
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V x. read(write

(x)) =x
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Which Model?

int x = nondet ();
int y=x-+ 1;
assert(y > x);

Is the program safe?
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Which Model?

int x = nondet ();

int y = x + 1;
assert (y > x);

Marian Lingsch-Rosenfeld

; Integer Encoding
(declare-const x Int)
(declare-const y Int)
(assert (= y (+ x 1)))
(assert (mot (> y x)))
(check-sat) ; unsat

; Bitvector Encoding

(declare-const x (_ BitVec 32))
(declare-const y (_ BitVec 32))
(assert (= y (bvadd x (_ bvl 32))))
(assert (not (bvsgt y x)))
(check-sat) ; sat, at INT_MAX
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Mathematical

Time-consuming

\

Abstraction

Building the translation is time-consuming!

SV-LIB 1.0
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SV-LIB
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(a) Inspired by k2 [14] (b) Based on SMT-LIB [2]
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Motivation for another IVL

(a) Reduce engineering complexity (e.g., easy to parse and interpret)

(b) Complexities of the input language transfer to complexity in presenting
verification results (e.g., witnesses)

(c) Information exchange between tools is difficult (e.g., witnesses, .. .)
(d) Have formal semantics without undefined behavior

(e) many more! [5]
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SV-LIB: Goals

(a) Consolidate existing IVLs from an engineering perspective by taking
well-understood constructs, and avoiding semantic complexity

Keep programs and specifications separable and the latter extensible

)

c) Make witnesses first-class citizens by providing a standard format for them
)
)

default validator, transformations, benchmarks, .. .)
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SV-LIB
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Modelling a Problem: SMT-LIB

Marian Lingsch-Rosenfeld

Every row, every column and every 3 x3 box
holds the digits 1 to 9, each exactly once.

Which digits go into the empty cells?

To let a solver answer this, we first have to model
this.

SV-LIB 1.0
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Modelling Sudoku with SMT-LIB

(set-logic QF_LIA)

5/3/4]6/7/8]9|1/|2
; one unknown per cell, by row and column 67 2]l1/9/5]3/4!|8
(declare-const x11 Int) ... (declare-const x99 Int) 1/9/8]3/4/2]5/6/7
; every cell holds a digit 8/5/9]7]6]1]4]23
(assert (and (<= 1 x11 9) ... (<=1 x99 9))) 8| 2(16||8||8|[8]|7 |||
. he digi h 1 . 7/1/3]19/2/4]8/5/6
; the igits the puzzle gives us 5 6115 3 712 8 2
(assert (and (= x11 5) (= x12 3) (= x15 7))) 2is7la119l6 35
; row, column and box hold different digits 3 4(5]2/8/6l1/7]9

(assert (distinct x11 x12 x13 x14 x15 x16 x17 x18 x19))
(assert (distinct x11 x21 x31 x41 x51 x61 x71 x81 x91))
(assert (distinct x11 x12 x13 x21 x22 x23 x31 x32 x33))
; the query, and the request for a solution

(check-sat)

(get-model)

z3 sudoku.smt2 # sat -- and the model is the solved grid

Marian Lingsch-Rosenfeld - o . . B . SV-LIB 1.0 11/29



From SMT-LIB to SV-LIB

What SMT-LIB gives us

One syntax for sorts, terms and assertions
sat / unsat / unknown as the verdict

A model as the witness for sat

Solvers are interchangeable

CHCs fit here as they model a program
through clauses, written in SMT-LIB

Marian Lingsch-Rosenfeld SV-LIB 1.0 12/29



From SMT-LIB to SV-LIB

What SMT-LIB gives us What a program still needs
One syntax for sorts, terms and assertions Variables that change: declare-var
sat / unsat / unknown as the verdict Procedures with a body: define-proc
A model as the witness for sat Statements: assignments, loops, calls, gotos
Solvers are interchangeable Properties at program points: annotate-tag

CHCs fit here as they model a program A query about a call: verify-call

h hcl i in SMT-LIB .
dreugh dbuses, Wi in S A witness for both answers: get-witness

A verification task is an SMT-LIB script that also talks about programs
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A Verification Task

1 (set-logic LIA) 17 (annotate-tag

2 18 proc-add

3 (define-proc 19 :requires (<= 0 yO0)

4 add 20 :ensures (= x (+ x0 y0)))
5 ((x0 Int) (yO Imnt)) 21

6 ((x Int)) 22 (annotate-tag while-loop :not-recurring)
7 ((y Int)) 23

8 (! (sequence 24 (declare-const x1 Int)

9 (assign (x x0) (y y0)) 25 (declare-const yl1 Int)

10 (! (while 26 (assert (<= 0 y1))

11 (< 0 y) 27

12 (assign 28 (verify-call add (x1 y1))

13 (x (+ x 1))

14 (y (= y 1))

15 :tag while-loop))

16 :tag proc-add))

add counts y down and x up, so it returns xp + yo

Marian Lingsch-Rosenfeld SV-LIB 1.0 13/29



Commands

; from SMT-LIB: sorts, terms, symbols, and a subset of its commands
(set-logic LIA) (declare-const x1 Int) (define-fun f () Int O0)
; a global program variable, which may be assigned to
(declare-var x Int)
; a procedure: name, inputs, outputs, locals, body
(define-proc add ((x0 Int) (y0 Int)) ((x Int)) ((y Int)) stmt)
(define-procs-rec (signature)™! (stmt)™!)
; the specification: properties attached to a tag
(annotate-tag proc-add :requires (<= 0 yO0)

:ensures (= x (+ x0 y0)))
; the query, and the request for a witness
(verify-call add (x1 y1))
(get-witness)
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Statements

; basic

(assume t) (assign (x t)*) (sequence s*) (! s attr*)
; procedures

(call p (t*) (x*)) (returm)

; unstructured control flow

(label /) (goto /) (if t (goto [))

; structured control flow

(if t s s’) (while t s) (break) (continue)

; nondeterminism

(havoc x7) (choice s™)

Marian Lingsch-Rosenfeld SV-LIB 1.0 15/29



Properties

Attribute Attached to Meaning

Safety

:check-true t statement t holds whenever the statement is reached
:requires t procedure precondition

:ensures t procedure postcondition

:invariant t loop loop invariant

Liveness

:recurring statement reached infinitely often
:not-recurring statement reached only finitely often
:decreases t loop ranking function
:decreases-lex (t*) loop lexicographic ranking function

Extensible as new properties do not change the program

Marian Lingsch-Rosenfeld SV-LIB 1.0 16/29



Correctness Witnesses in SV-LIB

1 (set-logic LIA) 17 (annotate-tag

2 18 proc-add

3 (define-proc 19 :requires (<= 0 yO0)

4 add 20 :ensures (= x (+ x0 y0)))
5 ((x0 Int) (yO Imt)) 21

6 ((x Int)) 22 (annotate-tag while-loop :not-recurring)
7 ((y Int)) 23

8 (! (sequence 24 (declare-const x1 Int)

9 (assign (x x0) (y y0)) 25 (declare-const yi1 Int)

10 (! (while 26 (assert (<= 0 y1))

11 (< 0 y) 27

12 (assign 28 (verify-call add (x1 y1))

2 (x (v x 1) Correctness Witness

14 (y (- y 1))

15 :tag while-loop)) ((annotate-tag while-loop
16 :tag proc-add)) :invariant (and

(<= 0 y) (= (+ x y) (+ x0 y0)))
:decreases y))

Marian Lingsch-Rosenfeld SV-LIB 1.0 17/29



Violation Witnesses in SV-LIB

1 (set-logic LIA)

2

3 (define-proc

4

© 0o N o o

add
((x0 Int) (yO Imnt))
((x Int))
((y Int))
(! (sequence
(assign (x x0) (y y0))
(! (while
(<= 0 y)
(assign
(x (+ x 1))
(y (- 3y 1))
:tag while-loop))
:tag proc-add))
ol

Marian Lingsch-Rosenfeld

Violation Witness

((select-trace
(model
(define-fun x1 () Int 1)
(define-fun y1 () Int 1))
(init-global-vars)
(entry-proc add)
(steps
(init-proc-vars add
; initialization of x and y
; not necessary
))
(incorrect-annotation
proc-add
:ensures

(= x (+ x0 y0)))))

SV-LIB 1.0
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Validation is Verification

1 (set-logic LIA)

2

3 (define-proc

4 add

5 ((x0 Int) (yO0 Imnt))

6 ((x Int))

7 ((y Imnt))

8 (! (sequence

9 (assign (x x0) (y y0))
10 (! (while

11 (< 0y

12 (assign

13 (x (+ x 1))
14 (y (= 3y 1))
15 :tag while-loop))
16 :tag proc-add))

Marian Lingsch-Rosenfeld

17 (annotate-tag

18
19
20

22

proc-add

:requires (<= 0 yO0)

:ensures (= x (+ x0 y0))

:not-recurring)

23 (declare-const x1 Int)
24 (declare-const y1 Int)

25 (assert

26
27 ;

(<= 0 y1))

Command taken from the witness

28 (annotate-tag while-loop

29
30
31
32

33 (verify-call

:invariant

(and (<= 0 y) (=

:decreases y)

SV-LIB 1.0

add (x1

(+ x y) (+ x0 y0)))

y1))

19/29



SV-LIB Ecosystem
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Goal: Software Ecosystem

Aim to provide building blocks to facilitate adoption:
a) ANTLR grammar for parsing SV-LIB [5]

Demo of all tools
b) PySvLis: Python library and command-line tool [5]

(

(

(c) Integration of SV-LIB into CPAcHECKER [1]
(

(e

Translations into SV-LIB: Btor2, MoXI, LLVM

)
)
d) Lightweight model checker SVLiBCHECKER [6]
)
)

(f) Backends out of SV-LIB: CHC

Marian Lingsch-Rosenfeld SV-LIB 1.0 21/29


https://gitlab.com/sosy-lab/benchmarking/sv-lib/-/tree/main/grammar
https://gitlab.com/sosy-lab/benchmarking/sv-lib/-/tree/main/pysvlib
https://cpachecker.sosy-lab.org
https://gitlab.com/sosy-lab/software/svlibchecker
https://gitlab.com/sosy-lab/benchmarking/sv-lib/-/tree/main/pysvlib/src/pysvlib/translators
https://gitlab.com/sosy-lab/benchmarking/sv-lib/-/tree/main/pysvlib/src/pysvlib/svlib/backend/chc
https://gitlab.com/sosy-lab/research/data/sv-lib-demo

Making Implementation easier: SvLibChecker [6]

. _ Algorithm Stand-Alone LOC
(a) Nine model-checking

. Predicate Abstraction [11, 13] 107

algorithms )
Trace Abstraction [15, 16] 105
(b) Each 100LOC on average IMC [18] 145
. ISMC [19, 3] 120
(c) All algorithms together IC3/PDR [9, 10] -
961 LOC BMC [g] 85
(d) Entire repository 3849 LOC ~ k-Induction [12, 4] 61
Value Analysis [7] 75
(e) Well-documented and easy Symbolic Execution [17] 98
o evdiens All Algorithms 961

Marian Lingsch-Rosenfeld SV-LIB 1.0 22/29



SV-LIB in CPACHECKER
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Three New Components

CPA Algorithm

Witness

Export
3

witness

CFA [ Location ] [ Callstack .svlib

Builder

[ Predicate ] [SvLibSafetySpec

formula — term
term — formula

y y
[ Translator: SV-LIB terms < JavaSMT formulas?

Reused unchanged: predicate abstraction, BMC, k-induction, IMC, ARG, counterexamples
New code: frontend 10.5k LOC (mostly AST), translator 1.5k LOC, specification CPA 0.3k LOC

Marian Lingsch-Rosenfeld SV-LIB 1.0 24/29



€@ CFA Builder

(define-proc main () () ((a Int))
(! (sequence
(assign (a 0))
(! (while (< a 6)
(assign (a (+ a 1))))
:tag while-loop)

[(< a6)]

(! (sequence)
:tag assertion a=(+al);
:check-true (= a 6)))

:tag proc-main))

CFA metadata

1 — proc-main
3 — while-loop
(verify-call main ()) 5 — assertion

:check-true (= a 6)

SMT-LIB grammar + SV-LIB — SV-LIB AST — CFA; verify-call becomes the entry
function

Marian Lingsch-Rosenfeld SV-LIB 1.0 25/29



@ Specification CPA

State: SV-LIB terms to assume

:check-true ¢ splits the state: - leads
[1((< a 6))] to an error, ¢ continues

h—- PredicateCPA strengthens with the terms
(= a6) and cuts infeasible branches
Violation is reported through the specifica-

\4
a node 6 tion automaton

Only :check-true for now

if feasible

LocationCPA, CallstackCPA, PredicateCPA, SvLibSafetySpecCPA: the algorithms run
unchanged

Marian Lingsch-Rosenfeld SV-LIB 1.0 26/29



€ Translator To and From SMT-LIB

SvLibToFormulaConverter
N path formulas, spec assumptions

SV-LIB terms > JavaSMT
(AST) < formulas

FormulaToSvLibVisitor L
correctness and violation witnesses

Into the analysis Out of the analysis
(assign (a (+ a 1)))

Correctness Witness

— = +
202 = 2ot ! (annotate-tag while-loop
No encoding decisions: Int stays Int, no :invariant

memory model (or (not (<= 6 a)) (<= a 6)))

Abstractions become invariants and contracts, coun-

terexamples become traces

Marian Lingsch-Rosenfeld SV-LIB 1.0
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Future Work

Transformations TPTP

LLVM m !H}; E]
B Java/' (SV_LIB)J / SMT-LIB

‘B // \\Cﬁ* D?T

Model Verification

Dafny

Checking
£

, 3
Ko B . Viper O* Specification

MoXI Why3 Test Inference
Generation
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Conclusion

(a) SV-LIB 1.0 format available [5]!

(b) Reduces engineering complexity for static anal-
ysis tools

(c) First-class support for witnesses and validation

(d) Makes information exchange between tools eas-
ier (e.g., witnesses, ...)

(e) Tool support available — try it out yourself! , -
https://gitlab.com/sosy-lab/benchmarking/sv-lib

https://gitlab.com/sosy-lab/research/data/sv-1ib-demo

Marian Lingsch-Rosenfeld SV-LIB 1.0 29/29


https://gitlab.com/sosy-lab/research/data/sv-lib-demo
https://doi.org/10.48550/arXiv.2511.21509
https://gitlab.com/sosy-lab/benchmarking/sv-lib

Backup: Demo

Everything on the next slides is in the demo repository

https://gitlab.com/sosy-lab/research/data/sv-1ib-demo

< Back to the talk


https://gitlab.com/sosy-lab/research/data/sv-lib-demo
https://gitlab.com/sosy-lab/research/data/sv-lib-demo

Setup

git clone https://gitlab.com/sosy-lab/research/data/sv-1lib-demo
cd sv-lib-demo/tutorial
python3 -m venv venv && source venv/bin/activate

# PySvLib, which brings the ‘pysvlib‘ command
pip install "git+https://gitlab.com/sosy-lab/benchmarking/sv-1ib.git\
@b739ef8a36a09aedaddf771471£5f144051a4eda#tsubdirectory=pysvlib"

# SMT solvers and CPAchecker; the demo also lists source builds
apt install z3 cvcb cpachecker # and container images for each

# SvLibChecker: pre-built package from CI, or built from source
git clone https://gitlab.com/sosy-lab/software/svlibchecker.git
cd svlibchecker && git checkout dcOc6699 && make package



https://gitlab.com/sosy-lab/research/data/sv-lib-demo
https://gitlab.com/sosy-lab/benchmarking/sv-lib.git
https://gitlab.com/sosy-lab/software/svlibchecker.git

SMT-LIB

cd smtlib

# the Sudoku, and the same file for another solver
z3 sudoku.smt2 # sat, and the model is the solved grid
cvch sudoku.smt2 # sat, with the same model

# the same puzzle, modelled with arrays and quantifiers
z3 -T:10 sudoku-arrays.smt2 # timeout -- the model has its price

# the same program, two models of ‘int‘
z3 integer-encoding.smt2 # unsat -- the assertion cannot fail
z3 bitvector-encoding.smt2 # sat -- x = #x7fffffff

The encoding is a choice which is made explicit in SV-LIB



The Task

1 (set-logic LIA)

2 (set-option :produce-witnesses true) loop-simple-safe.svlib
3 (set-info :format-version "1.0") ’

4 (define-proc A loop counting up to 6, whose as-

5 main

6 O sertion holds.

7 ((lcttresult| Int)) .

8 ((a Int)) loop-simple-unsafe.svlib is
9 (0 (Fesmency the same program with a property
1(1) ETS:i?I:a 0 that does not hold.

12 (< a 6)

13 (assign (a (+ a 1)))) :tag while-loop)

14 (if (not (= a 6)) (! (sequence) :tag assertion :check-true false))

15 (assign (|c#result| 1))

16 (return)) :tag proc-main))

17 (verify-call main ())
18 (get-witness)



PySvLib: Reading and Checking Files

pysvlib lint loop-simple-safe.svlib
# done

pysvlib lint --print-file-metadata loop-simple-safe.svlib

# Linting Verification task: loop-simple-safe.svlib

# Verification task File lines of code: 30
# done

One default python parser and linter is provided

# Verification task File hash: 65186ceba6e39b417776f77£9957967a21a8.|. .



PySvLib: Verification and Validation

# encode the task into Constrained Horn Clauses and solve them
pysvlib chc --solver z3 loop-simple-safe.svlib # correct

pysvlib chc --solver z3 loop-simple-unsafe.svlib # incorrect

# the solution found is exported as a correctness witness

cat output/witness.svlib

# validating a witness is running a validator on the linked task

pysvlib validate --solver z3 --witness output/witness.svlib \

loop-simple-safe.svlib # correct




CPAchecker [1]

cpachecker loop-simple-safe.svlib

# Verification result: TRUE. No property violation found [...]

cpachecker loop-simple-unsafe.svlib

# Verification result: FALSE. Property violation [...]

The input language is detected from the file, and output/witness.svlib holds the
argument for why the program is safe:

Correctness Witness

(annotate-tag while-loop :invariant (or (and (not (= a 6)) (<= a 0)) ...))
(annotate-tag proc-main :requires true)

(annotate-tag proc-main :ensures (=> true true))




SvLibChecker [6]

# one configuration per algorithm, on the very same task
./svlibchecker/svlibchecker.py --config predicateAnalysisCegar \
loop-simple-safe.svlib # Verification result: correct
./svlibchecker/svlibchecker.py --config kInduction loop-simple-safe.svlib
./svlibchecker/svlibchecker.py --config bmc loop-simple-unsafe.svlib

-

For the unsafe program it writes a trace instead:

Violation Witness

((select-trace
(model) (init-global-vars (b (- 1)) (c (- 1)))

(entry-proc main) (steps (init-proc-vars main (a (- 1))))
(incorrect-annotation assertion :check-true false)))




Witnesses Travel Between Tools

# CPAchecker proves the task and writes its argument

cpachecker loop-simple-safe.svlib

# PySvLib validates that argument
pysvlib validate --solver z3 --witness output/witness.svlib \
loop-simple-safe.svlib # correct

# SvLibChecker re-uses it: 2 instead of 7 interpolation queries

./svlibchecker/svlibchecker.py --config predicateAnalysisCegar \

--witness output/witness.svlib loop-simple-safe.svlib

No tool knows about any other tool — they only share the format



From Btor2 to SV-LIB

pysvlib btor2_to_svlib bitvector-counter.btor2 --output-dir output

1 sort bitvec 4

2 zero 1

3 state 1 counter
4 init 1 3 2

5 one 1

6 add 1 3 5

7 next 1 3 6

8 omnes 1

9 sort bitvec 1

10 eq 9 3 8
11 bad 10

(set-logic QF_AUFBV)

(define-proc btor2_proc () ()
((counter (_ BitVec 4)) (op6 (_ BitVec 4))
(counter_next7 (_ BitVec 4)) (opl0 (_ BitVec 1)))
(! (sequence
(assign (counter (_ bv0 4)))
(! (while true
(sequence
(assign (op6 (bvadd counter (_ bvi 4))))
(assign (opl0 (bvcomp counter (_ bvi5s 4))))
(! (sequence) :tag bad_state_11
:check-true (mot (= op10 (_ bvi 1))))
(assign (counter_next7 op6))
(assign (counter counter_next7))))
:tag btor2_proc_while_loop))
:tag btor2_proc_body))

(verify-call btor2_proc ())



From MoXIl to SV-LIB

pysvlib moxi_to_svlib integer-counter.moxi --output-dir output

(set-logic QF_LIA)

(define-system counter
rinput ()
soutput ((c Int))
:local ()
rinit (= c 0)
:trans (= ¢’ (+ ¢ 1))
:inv true)

(check-system counter
rinput ()
:output ((c Int))
:local ()
:reachable (negative (< ¢ 0))
:query (check-negative (negative)))

; the step: current state to next state
(define-proc counter ((c Int)) ((lc’| Int)) ()
(! (sequence (havoc lc’|) (assume (= |c’| (+ ¢ 1))))
:tag counter_moxi-proc-body))
; the query: the step, run in a loop
(define-proc counter_transition_system_check-negative
O ((c Int)) ((lc’| Int))
(! (sequence
(havoc c¢)
(assume (= ¢ 0))
(! (while true
(sequence
(assume true)
(! (sequence) :tag . _reachable
:check-true (mot (< c 0)))
(call counter (c) (lc’l))
(assign (¢ lc’1))))
:tag ..._while_true_loop))
ttag ..._body))



From LLVM to SV-LIB

pysvlib 1llvm_to_svlib add.ll --output-dir output

define i32 Qadd(i32 %x, i32 %y) {
entry:

%sum = add i32 %x, %y

ret i32 Y%sum

}

(define-proc fileO_add
((x (_ BitVec 32)) (y (_ BitVec 32)))
((l__1lvm_translated_retval__fileO_add| (_ BitVec 32)))
((sum (_ BitVec 32)))
(! (sequence
(! (label entry) :tag proc-fileO_add-entry)
(assign (sum (bvadd x y)))

(assign (|__llvm_translated_retval__fileO_add| sum))
(return))

:tag proc-file0O_add))

A program, but no specification — LLVM has none to translate



Specifications Come Separately
(set-logic QF_BV)
(annotate-tag
proc-fileO_add

:ensures (= |__llvm_translated_retval__fileO_add| (bvadd x y)))

(declare-const a (_ BitVec 32))
(declare-const b (_ BitVec 32))

(verify-call fileO_add (a b))

Written against the translated program, in a file of its own: the translation is never

touched again when the specification changes.

./svlibchecker/svlibchecker.py --config predicateAnalysisCegar \
output/translated-program.svlib add-specification.svlib # correct
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